M VE CAU HiNH, THONG SO KY THUAT THIET BI CONG

TT | NGHE THONG TIN PHUC VU TRIEN KHAI BENH AN DIEN TU
TAI BENH VIEN HNDK NGHE AN
I |YEUCAU CHUNG
1 | Thiét bi duoc san xut tir ndm 2025 tr& di, méi 100%
3 Thiét bj nguyén dai, nguyén kién, thit bj va linh kién déu 1a hang chinh hing
100% dugc xac dinh tir hdng
3 | Dat chimg nhén : ISO 9001 hodc twong duong
II | YEUCAU CAUHINH
A
Thiét bi CNTT phye vy trién khai bénh 4n dién tir gdm: lsu‘fqng bVT
1 | Thiét bj May chu 04 Bo
2 | Thiét bj chuyén mach San switch 02 Chiéc
3 | Thiét bi lvu trir San storage 01 Bo
4 | Thiét bj luu trit NAS 01 Bo
5 | Thiét bj tuwong lira (Firewall) 02 Chiéc
6 | Thiét bi chuyén mach 18i (Switch core) 02 Chiéc
7 | Thiét bi chuyén mach vung (Switch access) 35 Chiéc
8 | Ban quyén phdn mém Window Server Standard 08 Goi
9 | Tarack 42U 01 Chiéc
10 | Thanh phén phéi ngudn 02 Chiéc
11 | Module quang SFP 10G SR 80 Chiée
12 | Module quang SFP28 25G SR 20 Chiéc
13 | Module quang SFP+ 32G Fibre Channel Short Wave (SW) 20 Chiée
Multimode
14 Dy nhdy quang LC-LC Multimode OM4, Duplex, chiéu 30 Chiée
dai 3m
15 Day nhay quang LC-LC Multimode OM4, Duplex, chidu 20 Chiée
dai 10m
16 D4y nhay q_gang‘ Multlmode OM4, dau n6i SC-LC, 70 Chide
Duplex, chiéu dai 3 m
III | YEU CAU KY THUAT




M3y chii:

- Méy chu chuyén dung dang Rack (Rack-mount Server). Kich thude: 2U,
kém theo bd Rail-kit dé l&p dat vao t Rack tiéu chuan

-B6 vixtr ly Intel Xeon Scalable Thé hé 5 (Emerald Rapids) hoge AMD EPYC
thé hé 4 (Genoa) tu'orng duong; S6 lugng: > 02 CPU; S6 nhén: >32 Cores / 64
Threads trén moéi CPU, Xung nhip Base >2.2 GHz, Xung nhip Turbo >3.5
GHz, B6 nhé dém L3: >60 MB.

- B6 nhé (RAM):

+ Téng dung lugng: >512 GB (8 thanh x 64 GB). Cong nghé: DDRS ECC
Registered (RDIMM), toc d6 Bus > 4800 MTis;

+ Kha ning md rong: Mainboard hd tro t6i thiéu 32 khe cim RAM.

- Luu trit: > 02 x 960 GB. Chung loai: SSD NVMe (PCle Gen4/GenS5) dong
Enterprlse

- B diéu khién RAID (Hardware RAID Controller): H6 tro RAID 0,1, 5, 6,
10 véi cache > 2GB; H9 tro cau hinh RAID cho 6 NVMe thong qua giai
phdp tich hop hodc tuong duong cuia hang.

- Két n01 luu trit SAN (HBA): > 02 cong Fibre Channel (FC) toc d 32 Gbps.
Dang cong SFP+

- Két ndi mang LAN (N etwork):
+ Cong dit lidu: > 02 cbng SFP28, toc do 25 Gbps
o Cong mang dich vu: > 02 x 1 GbE Base-T (Céng RI45).

- Nguon dién: 02 bd nguon (Redundant Power Supply), hd tro thay thé néng
(Hot-plug). Cong suat dam bao du cong suat cho ciu hinh full tai (>1200W
/b trdr 1én), dat chuén 80 PLUS Platinum tré [én

- Bao hanh: >36 thang dich vu bao hanh chinh hdng cép do doanh nghiép

Thiét bi chuyén mach San switch

- Kiéu dang: Rackmount 1U, kém bd Rail-kit chinh hang.

- Téc d6: H tro toe do téi da 32 Gbps; Ty dong twong thich nguoc véi 8/16
Gbps.

- S8 luogng cong: > 16 cong FC (Fibre Channel); Cung cép gidy phép kich
hoat (License) cho t6i thiéu 12 cong ngay tir dau (Full Ports Active).

- Tinh nang: Zoning, Trunking (ISL), Fabric Services, Extended Fabric, hd trg
Dual Fabric A/B.

- Quan tri: Web GUI (HTMLS5), CLI, SNMP.

- Nguén dién: >01 b ngudn. H6 tror ngudn dién xoay chidu (AC) 100V -
240V tiéu chuan Pam bao cung cap du nang lugng cho thiét bi hoat dong 6 6n
dinh & murc tai tdi da khi kich hoat toan b cong vat Iy va lap day di Module

quang.

- Bao hanh: >36 thang dich vu bao hanh chinh héng cAp db doanh nghiép.

Thiét bi luu trit SAN Storage

B didu khién (Controller): 02 bd diéu khién hoat dong song song (Dual
Active-Active).




- BY xtr Iy (CPU): M&i bg diéu khién dugc tich hop b6 xir Iy kién tric x86-64
da nhén, du nang luc xir 1y cho céc tac vu luu trit cap doanh nghiép (enterprise
storage workloads).

- B nh¢ cache hé théng: >128 GB, hd trg md rong.

- H3 trg 16p co ché tang tbc truy cap dit lidu bing Flash /Cache /Metadata
Acceleration. Dung lugng ving ting toc > 400GB (tich hop hodic mé rdng).

- Hd trg c4c co ché bao vé dit lidu twong duong RAID 5 / RAID 6 / RAID 10

- H3 trg két ndi backend bing SAS 12Gb/s, ¢6 t6i thidu 02 két néi backend.

- Cong két ndi: C6 sén 202 module I/O Fibre Channel, mdi module >02 cong
32Gb/s FC, phuc vu két ndi SAN cho méy chu.

- Dung lugng luu trit: > 46TB (RAW) SSD SAS 12Gb/s Enterprise hoic
NVMe

- Tinh ning phan mém: cung cép ban quyén vinh vién (All-inclusive
License) cho céc tinh néng:

+ Tao ban chyp dit ligu (Snapshot): >512 ban chup

+ Phén ting luu triy ty dong (auto tiering) hodc co ché téi wu vi tri dit ligu
twong duong.

+ Téi vu dung lugng lwu trit (data reduction): ¢Ap phat mong (thin
provisioning), nén dit li¢u (compression), khir trung 1ip (deduplication,
inline hodc post-process)

+ Quan ly chat lugng dich vu (Quality of Service)

+ Tich hop séin ban quyén ddng bo dit liéu theo ca 2 co ché Synchronous
and Asynchronous

- Quan ly va giam sat:

+ Giao di¢n quan ly Web-based tip trung

+ HJ tro gidm sat hiéu ning, dung Iucmg, d6 tré va canh bdo su ¢d

+ HO trg hodc tich hop tinh ning gidm sét, phan tich hé thng trén nén tang
dam may.

- Nguén dién va lam mét:

+ Trang bi ngudn dién dy phong (redundant PSU), hd trg hot-swap

.8 thong quat lam mét dy phong, hot-swap, dam bdo hoat dong 6n dinh
khi tai tdi da.

- Béo hanh: >36 théng, bao hanh chinh hing cip d6 doanh nghiép.

Thiét bi lwu trit NAS

- Kiéu déng: Rack-mount (Ip to Rack), kém bé Rail-kit chinh hang,

-Bovixurly kién tric x86-64 (Intel Xeon/AMD EPYC/Ryzen Embedded), >
8 nhan/16 ludng, xung nhip co bén > 2.1 GHz.

- RAM: > 32GB DDR4 hodc DDRS , hd trg tinh ning stta 151 ECC.

- B nhé dém tang tdc (Cache): >2 x 960 GB SSD ho#ic NVMe lam cache
doc/ghi

- Luu trii: 210 x 16TB, chudn SATA hoiic SAS Enterprise; 27200 rpm

- H§ rg RAID: RAID 0, 1, 5, 6, 10, JBOD
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- Két n6i mang (Network):
+ > 2x 25 GbE SFP+ ports
+ > 2x 1GbE RJ-45 ports

- Tinh ning An toan va bao v¢ dit li¢u:

+ Hé diéu hanh hd tro hé thdng tép tin c6 co ché kiém tra toan ven dit liéu
(checksum) va tu ddng phat hién, stra 16i dit liéu (self—healmg)

+ H& trg Write Once, Read Many (WORM) nham khéa dir liéu, chdng
x0a/stra.

2 HA trg S3 Object Lock (Immutable Object Storage), tuong thich véi phan
mém sao luu Veeam Backup, dam bao dit liéu sao luu khong thé bi x6a hodc
chinh stra trong thoi gian luu trit da dinh.

- Ngudn dién: 02 bd ngudn hoat dong song song, du phong (Redundant
Power).

- Bao hanh: >36 thang bao hanh chinh hang, thay thé linh kién 15i.

Thié bi twong lira (Firewall)

- Kiéu déng: Rack-mount 1U hodc 2U.

- Kién trac xir ly: Str dung vi xur ly da nhan (Multi-core CPU) hogc chip xtr ly
bao mat chuyén dung (ASIC /SPU/ Xstream hogc tuong duong).

- Luu trir: Tich hop san 6 ciing SSD >240GB trén thiét bi dé luu trit nhat ky
(log) va béo céo tai chd.

- Hi¢u néng:

+ Thong lugng Tuong lia (Firewall Throughput): > 40 Gbps.

+ Thong lugng phong chong xam nhép (IPS Throughput): > 12 Gbps.

+ Théng lugng bao vé mdi de doa (Threat Protection / NGFW): > 5 Gbps.
+ Thong luong giai ma SSL/TLS (SSL Inspection): > 4 Gbps.

+ S6 luong phién két ndi ddng thoi: > 7,000,000 phién.

- Giao dién két nél (Interfaces):

ik Cong ket n01 tbe do cao: > 04 cong 10 GbE SFP+

G Cong két néi tiéu chudn: > 08 cong 1 GbE Base-T (RJ45).
+ Cbng quan tri (Mgmt) va Cbng HA chuyén biét

- Tinh nang mang:

+ H3 trg day du dinh tuyén (Routing): Static, OSPF, BGP, RIP.

+ Tich hgp SD-WAN: can bang tai dudng truyén, dinh tuyén theo tmg dung.
+ Kiém soét chinh sach chi tiét (Granular Control): H3 trg thiét 1ap chinh sach
dua trén: Dia chi IP/Mang, Ngudi dung (User Identity), Thoi gian (Schedule),
va Vung mang (Zone).

+ HB tro ngan chin/cho phép géi tin theo ving dia 1y (Quéc gia) dé giam bé
mit tin cong.

- Tinh néng bao mat: Ban quyén (License) kich hoat day du trong 03 nam:

+ Hé théng phong chdng xam nhip mang, cap nhét déu hiéu tin cong tu dong
(IPS).

+ Quét va chin virus, ma ddc, spyware, ransomware theo thoi gian thuc (Anti-
Malware & Antivirus)

+ Tich hop kha ning chéng tin cong tir chdi dich vu (DoS/DDoS) & cac 16p
mang (Flood protection) va 16p ting dung.




+ Phén tich hanh vi file la trong méi trudng 4o (Cloud Sandbox) d& phat hién
m3 doc chua biét (Zero-day).

+ Loc web theo danh myc, ndi dung (Web Filtering)

+ Giai md va kiém tra luu lugng ma héa (TLS 1.3).

- Két nbi mang riéng 4o (VPN)

+ H& tro cdc mb hinh VPN: Site-to-Site, Remote Access (Client-to-Site).

+ Giao thire hd trg: IPSec, SSL VPN.

+ M4 héa va xé4c thye: HY trg céc chudn ma héa manh nhu AES-256 bit, 3DES,
GCM; thuit toan trao ddi khoa (DH Groups); xéc thuc qua RSA, X.509
Certificates, Pre-shared key (PSK).

- Ngudn dién: 02 bd ngudn (Redundant Power Supply), hd trg thay thé nong
(Hot-swap).

- Bdo hanh: >36 thang, hd trg phin ctmg va phin mém

Thiét bi chuyén mach 15i (Switch core)

- Kiéu dang: 1U rack mount véi ddy du rail-kit

- S6 lugng cong:

+ > 48 x 10/25GDbE, cho phép hoat dong linh hoat & tc d6 10GbE hoic
25GbE

+ >4 x 100GbE

- Niing luc chuyén mach: > 2.0Tbps

- Niéing lyc chuyén tiép: > 1.49 Bpps

- Tinh néng Layer 3:

+ Dinh tuyén tinh, OSPF,BGP.

+ VRRP hodc HSRP/GLBP (hodc tuong dwong) cho gateway du phong
+ IGMP cho multicast

- Tinh néng Layer 2:
+802.1Q VLAN (t6i thiéu 4,000 VLANSs)

+ Spanning Tree (802.1d, 802.1w, 802.1s)
+ Private VLAN

- Quan ly: CLI, SSH, SNMP v2/v3

- Bao hanh chinh hang > 3 ndm hoZc duoc hing vy quyén bao hanh theo tiéu
chudn ctia nha san xuit.

Thiét bi chuyén mach vung (Switch Access)

- Kiéu déng: 1U rack mount véi diy da rail kit.

- S6 luong cong:
+ > 48x1GbE copper ports (RJ45)
+ 2 4x10G SFP+ uplink ports

- Néng lyc chuyén mach: > 176 Gbps

- Niing luc chuyén tiép: > 344 Mpps

- Quan ly: CLI, SNMP, REST APIs




- Bao hanh chinh hang > 3 nam hodc dugc hang ty quyén bao hanh theo tiéu
chuan ctia nha san xuat.

Béin quyén phin mém Windows Server Standard

- Phién ban: Phién ban LTSC méi nhit tai thoi diém cung cép, tuong duong
hoic cao hon Windows Server 2022 Standard — 16 Core License Pack.

- Loai ban quyén: Ban quyén vinh vién (Perpetual License).

- Quyén 4o héa (Virtualization Rights)

+ Khi mdi may chu vét Iy dugce cdp phép day du toan bd sb nhan, ban quyen
Windows Server Standard cho phép sir dung ti thiéu 02 méi trudng hé diéu
hanh (OSE - Operatmg System Environment) chay Windows Server dui
dang mdy 4o trén moi may chu vat ly.

+ Cho phép mua bd sung va cong don ban quyen (License Stacking) dé tang
s6 luong may a0 Windows Server trén cling phan ctmg khi c6 nhu cau trong
tuong lai.

- Tinh ndng Ao héa va Ha tang:

+ Tich hop sén trinh quan ly 4o héa loai 1 (Type-1 Hypervisor — Hyper-V).
+ H3 tro tao va van hanh may ao the hé 2 (Generation 2 Virtual Machines).
+ H8 tro di chuyén mdy 4o truc tlep (Live Migration) gifta cdc mdy chu
trong cum (Failover Cluster), bao gém di chuyén c6 sir dung lru trit chung
(Shared Storage — SAN) hogc khong sir dung luu trit chung (Shared-Nothing
Live Migration).

+ Ho trg Windows Server Containers (Process- -isolated) véi s6 lugng khong
gi¢i han theo chinh sach cap phép ciia Microsoft.

- Tinh ning Ung dung va Bao mat:

+ HO tro cai dit va van hanh day du dich vu Web Server (Internet
Information Services — IIS).

+ Tuong thich va hé trg cai dit, van hanh cac h¢ quan tri co s& dit liéu
Microsoft SQL Server (moi phlen ban phu hop véi hé diéu hanh).

+ H3 tro céc tinh ning bao mat ning cao: Secured-core server, TPM 2.0,
BitLocker Drive Encryption.

+ Hb tro quan tri tip trung thong qua Windows Admin Center.

- Kha néng mé rong: Cho phép mo rong he thong bing cach mua b sung
ban quyén Windows Server Standard dé ting s6 lugng may ao Windows
Server trén cung ha tAng phan cting ma khong cin thay dbi kién tric hé
thong hién tai.

Ta Rack 42U

- Tt mang duoc thiét ké theo tiéu chuén 19 inch.
- Kich thude: 600 mm (réng) x 2100 mm (cao) x 800 mm (séu)
- Toan bo ti duge lam tir thép chat lugng cao.Vo ti va khung gan thiét bi c6
d6 day tir 1.2 mm dén 1.8 mm.
- Quy cach Tu dimg.
- Thiét ké than ti:Dang canh md, hai cdnh hong c6 thé théo lap d& dang.
- Cira truge va cura sau déu la dang ludi thoang, gom 2 cénh.
- Thanh tiéu chudn dugc dénh sé U gitip d€ dang lap dat thiét bj mang va phu
kién.




- Phu kién di kem bao gom 1 bd banh xe, 1 bd chan dé, 36 bg b¢ vit, 2 quat
hut, 1 thanh nguon 6 cong
- Tai trong t5i da: 400 kg

10 | Thanh phén phoi nguon dién
- Kiéu lap dit: Dang doc (0U), gan hong ti rack tiéu chuén 19 inch

- Dong dién dinh muc: 16A
-0 cdm dau ra: Téi thidu 12-16 & cim chuan IEC 60320 C13 (Phu hop cp
nguon cho may chu, thiét bi mang va thiét bi CNTT cong suit cao)

- Ngudn dién diu vao: Dién 4 ap: 220-240V AC, 50/60Hz
11 | Module quang SFP 10G SR
12 | Module quang SFP28 25G SR
13 | Module quang SFP+ 32G Fibre Channel Short Wave (SW) Multimode
14 | Diy nhdy quang LC-LC Multimode OM4, Duplex, chiéu dai 3m
15 | Diy nhdy quang LC-LC Multimode OM4, Duplex, chiéu dai 10m
16 | Ddy nhiy quang Multimode OM4, diu ndi SC-LC, Duplex, chidu dai 3 m
VI |YEU CAUKHAC
1 Giao hang va lip dit tai Bénh vién Hitu nghi da khoa Nghé An.
2 | Thoi gian bao hanh: > 36 thang theo tiéu chudn nha san xuit.
3 | Cam két cung cdp CO, CQ, TKHQ, invoice, véan don.
4 Module quang twong thich va duge hing thiét bi chdp thuan cho cac thiét bi
switch/firewall/server twong tng.
Thyc hién khao sat, mo ta thiét ké hé thong, xdy dyng ké hoach trién khai,
5 | cai dt, cAu hinh thiét bj dam bao hé théng hoat dong lién tuc, én dinh duoc
lanh dao bénh vién phé duyét.
6 Yéu ciu vé bién phép lap dit, cai dat thiét bi:
6.1 | Lap dat, cai dat thiét b mang

- Thuyec hién lap dit, ddu ndi va cAu hinh céc thidt bi theo dung tai liéu
hudng dan 1ap dat va cai dit (Installation Guide / Setup Guide) ciia nha san
Xud,

- Thiét 1ap cdc co ché dam bao an toan, bdo mat théng tin.

- Thlet lap cdu hinh switch core, switch access, firewall, san switch theo
yéu cdu cua bénh vién dé hé thong hoat dong 6n dinh. CAu hinh HA cho céc
thiét bi firewall, switch core, san switch.

6.2 | Lap dat may chu

- Liép dat va cai dat thiét bi:
o Thuyc hién lap dat vat Iy va cai dit thiét bj theo dung tai liéu hudng dan
lap dat va cai dat (Installation Guide / Setup Guide) cuia nha san xuAt.
- Két ndi hé thdng:
o Dam bdo h¢ thong hoat déng dong bo, ddy du phu kién phédn ciing va
phin mém theo cau hinh da duoc phé duyét.
o Viéc ddundi dam bao chinh Xéc, thim my, thudn ti¢n cho céng tdc quan

tri, bdo tri va mé rdng, ning cip hé thong vé sau.
£

v

_-—

\ \ 2=




- Cai dit va cau hinh hé thong
o Thiét 14p va cai dat hé diéu hanh/ nén tang 4o hoa theo yéu cau ctia bénh

vién.
o Cai dat cac phdn mém, két néi déng bd voi hé thong dang hoat dong tai
bénh vién.
6.3 | Lap dat hé thdng méy chi co sd dit liéu (CSDL) chuyén dung
- Lép dat va cai dat thiét bi:
o Thuc hién Iap dit vat ly va cai dat thiét bi theo dung tai liéu hu’cmg dan
lap dat, cai dit (Installation Guide / Setup Guide) ctia nha san xuét.
- Két n6i hé théng:
o Dam bao hé thong hoat dong ddng bo, ddy du phu kién phan cing va
phin mém theo cau hinh da dugc phé duyét.
o Viéc déundi dam bao chinh Xéc, thim my, thuén tién cho cong tac quan
tri, bao tri va mo rong, nang cap hé thdng trong tuong lai.
- Cai dat va cdu hinh hé thong
o Thiét lap va cai dat hé didu hanh theo yéu cau bénh vién dua ra.
o Cai dat cac phan mém, hé quan trj co s& dit liéu va cac thanh phan lién
quan phu hop voi hé thong dang hoat dong.
o Thiét lap cac chinh sdch ddm bao an toan thong tin.
6.4 | Lap dat thiét bi luu trix dit liéu
- Léap dat va cai dat thiét bi:
o Thuc hién lap dit vat ly va cai dat thiét bi theo dung tai liéu hudng dan
l&p dit, cai dat (Instal lation Guide / Setup Guide) ctia nha san XUAt;
o Viéc ddu ndi dam bao chinh Xéc, tham my, thuén tién cho cong tac quan
tri, bao tri va mé rdng, nang chp hé thong trong twong lai.
- CAu hinh hé thong luu trlt dir ligu:
o Khoitao he thong luu trit sao luu, bao gom khai bdo thong tin thiét bi,
thiét 1ap mat khau truy cdp va céc thong so quan tri can thiét;
Cau hinh cic nhém RAID, Volume/LUN theo thiét ké duge phé duyét;
Chu hinh két ndi voi hé thong chuyén mach SAN, thiét 1ap ving truy
cép (Zoning) va anh xa may cht (Add Host);
o Cép phat tai nguyén luu trlt cho cac may chu thong qua viéc gan LUN
cho Host (Assign LUN to Host).
7 | Yéu chu vé ddo tao, huéng din van hanh hé théng

- Thuc hién dao tao dé nhan vién phong CNTT hiéu, ndm bét va vén hanh
hé théng hoat déng 6n dinh.
- Hinh thuce dao tao:

o Dao tao truc t1ep tai cac 16p dao tao;

o Trudng hop bat kha khang khong thé to chire dao tao truc tiép, thue
hién dao tao truc tuyén thong qua céac nén tang phu hop va cung cap
video, tai liéu phuc vu hoc tdp sau dao tao.

- Tai liéu dao tao:
o Hoc vién duge cung cip diy du tai liéu giang day dudi dang ban mém
va/hodc ban cirg phu hgp véi ndi dung dao tao.
- Dbi tugng tham gia dao tao:
o Cénbd chuyen trach vé cong ngh¢ thong tin cua Bénh vién;
o Céan bd tham gia quan ly, vén hanh h¢ théng CNTT;




o Can bd thudc cac bd phan lién quan dén hé thong CNTT.

- Dio tao trong qua trinh trién khai va vén hanh:

o

Thyc hién dao tao tai chd (on-the-job training) trong qué trinh tridn

khai, quan ly va van hanh hé théng;

Hudng dan xir ly su ¢d thue té, cac bude khic phyc va didu tra nguyén

nhan;

Dao tao thong qua qua trinh 1am viéc truc tiép véi doi ngll van hanh cua

don vi st dung.
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